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How to Protect Yourself from Investment Scams:
A Strategic Guide for High-Net-Worth Individuals

The UK is home to one of the most sophisticated financial services sectors in the world. Yet 
alongside the opportunities-such as alternative investments, early-stage ventures, and tax-efficient 
vehicles-there lies a growing landscape of fraudulent schemes designed to part investors from their 
wealth.

High-net-worth individuals are especially targeted: not only do they have the means to invest large 
sums, but they are often approached under the guise of exclusivity and professionalism. Investment 
scams today are more polished, better funded, and harder to detect than ever before.

This article offers a strategic, experience-led guide to recognising and avoiding fraud. It includes 
real-world examples, regulatory context, and an important clarification around FCA regulation: what 
it does, and crucially, what it doesn't guarantee.
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FCA Authorisation Is a Checkpoint-Not a Guarantee

The Financial Conduct Authority (FCA) provides oversight of UK-regulated firms, including banks, 
investment platforms, financial advisers, and certain collective schemes. The FCA Register is often 
considered the first place to verify legitimacy-but it is not a stamp of infallibility.

Many scams involve firms masquerading as FCA-authorised entities, known as "clone firms." 
These use the names, reference numbers, or branding of real, regulated firms to deceive investors.

Case Example:

An unregulated firm cloned the identity 
of a UK wealth management company 
and offered “tax-freeˮ investments in 
infrastructure projects. It raised over 
£2 million before victims realised the 
communication was not from the real 
FCA-authorised firm.

Best Practice:

Check the FCA Register independently 
at register.fca.org.uk, and verify 
contact details via the legitimate firmʼs 
own website. Never trust contact 
information sent in unsolicited emails 
or brochures.
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Not all credible investment managers or venture capital firms are regulated by the FCA. For example:

• Early-stage venture firms raising capital under exemptions
      (e.g. High Net Worth Individual or Sophisticated Investor routes)
• Family offices investing via unregulated entities
• EIS/VCT schemes managed by partner firms where the underlying fund itself is not authorised, but 

the custodian or platform is

• Clarity of responsibility: If something goes wrong, you know which entity youʼre dealing with.
• Access to the Financial Ombudsman and FSCS compensation (in some cases).
• Regulatory minimum standards around disclosure, safeguarding of client money, and conduct.

Understand That Some Legitimate Firms Are Not FCA Regulated

So what does FCA regulation actually offer?

But it does not mean:

If you are working with a non-FCA-regulated firm,demand enhanced due diligence:

That the investment itself is safe or low-risk

That the firm has passed due diligence on its products

That you will be compensated automatically if things go wrong

Best Practice:

Who holds client money?

What legal structure governs your investment?

Who is the regulated custodian or platform (if any)?

What legal protections do you have in case of insolvency or dispute?
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Avoid High-Pressure Sales Techniques

Scams often rely on urgency. You may be told a fund is “nearly full,ˮ  that a “special tax deadlineˮ is 
imminent, or that the offer is exclusive to a short window.

Case Insight:

Numerous fraudulent alternative investment schemes—ranging from overseas property to private 
equity placements—have pushed clients into committing large sums within 24–48 hours, claiming 
there would be “no second chance.ˮ  Victims often later reported being discouraged from taking 
legal advice or speaking to independent advisers.

Best Practice:

Take time to evaluate the offer. Any legitimate investment manager or adviser will welcome scrutiny 
and support your decision to involve lawyers, accountants, or regulated IFAs.
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It is illegal for firms to cold-call individuals about pensions and most financial products. Yet scammers 
persist through phone, email, messaging apps, and even LinkedIn.

They may pose as tax consultants, investment professionals, or even government-linked initiatives.

Best Practice:

If someone contacts you with an offer you didnʼt request, assume itʼs a scam. End the conversation, 
block the contact, and report it to Action Fraud or the FCA.

Do Not Engage with Cold Calls or Unsolicited Contact

Scammers know how to sell the dream-offering fixed returns of 10–15%, often “guaranteedˮ or 
“asset-backed,ˮ  without clear explanation of how the return is generated.
High returns with low risk are the siren song of investment fraud.

Scrutinise Promises of Guaranteed or Above-Market Returns

Reputable firms provide structured, comprehensive documentation 
before any money changes hands, including:

Always Request Formal Documentation
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Investment memorandum or PPM

Custody or nominee account details Regulatory disclosures (if applicable)

Fee and charge breakdownsRisk disclosures
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Seek Independent Advice from Regulated Professionals

Avoid Untraceable Payment Methods

Before investing:

Youʼre not just checking the returns-youʼre checking the structure,
the liability, and the governance.

Use regulated platforms, escrow services, or custodian accounts that offer
traceability and legal recourse.

Best Practice:

Ensure your adviser is free of conflict-i.e., not receiving commission or “introducer feesˮ
from the firm in question.

Speak with your accountant, solicitor, or 
independent financial adviser (IFA)

Overseas bank 
accounts unless the 
entity is registered and 
transparent

Crypto wallets, unless the 
investment is explicitly 
blockchain-based and 
regulated

Personal or 
director-owned 
accounts

Ask them to review the offer from a legal, 
tax, and structuring perspective

Never send money to:



Do Due Diligence on the Company and Its Directors
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Use Companies House to review:

Company age and status Financial filings and solvency

Director history and linked companies

Also check:

Are directors based in the UK or offshore? Are the companyʼs filings up to date?

Do third-party due diligence platforms (e.g. Beauhurst, Dun & Bradstreet) rate the entity?

Best Practice:

If the firm is newly incorporated, has minimal financial filings,
or is managed by individuals with no verifiable track record, treat it as high risk.
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Scammers often return to the same victims under a different guise—this time pretending to be 
recovery agents, legal specialists, or regulators. They claim to help retrieve lost funds but demand a 
fee upfront.

Best Practice:

If youʼve been scammed, report it to Action Fraud and consult a regulated solicitor. Do not engage with 
any firm that cold-emails or cold-calls you offering to recover your losses.

Beware of Recovery Scams

Investment scams today are not run by amateurs—they are structured, coordinated, and increasingly 
professional in appearance. Some even involve ex-industry professionals, polished websites, and 
plausible-sounding tax strategies.

For high-net-worth individuals, protecting capital is no longer just about diversification—itʼs about 
governance, verification, and accountability.

Always:

• Run background checks
• Consult independent, regulated professionals
• Understand that even unregulated firms can be legitimate—but they must be transparent
• Take your time, and never invest based on urgency or charisma

Your legacy is too valuable to entrust to anyone who doesnʼt welcome scrutiny.

Conclusion: Intelligence, Not Instinct, Protects Capital
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